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Aim and objectives

• This presentation explains the purpose and
objectives of risk identification and
monitoring. Risk categories by type, severity
and source are described. In addition, it
summarizes how risks are recorded and
mitigated.

• The objectives of this presentation are to:

• Highlight which risk types exist

• Define how risks are identified, analyzed and 
mitigated



Learning outcomes

• At the end of this presentation, you will be able
to:

• Identify the types of risks

• Outline the main types of information a 
typical risk mitigation plan includes

• Distinguish quality from quantity risk 
categorization

• Recognize the outcomes of risk mitigation

• Indicate how risks are documented



Table of contents

• Section 1 <Risk Identification>

• Section 2 <Risk Analysis>

• Section 3 <Risk Mitigation>



Risk Identification



Risk Identification: main concepts

"Plans are nothing, planning is everything" 

D. Eisenhower

➢ Risk identification is a brain storming process
where external experts are often called upon to
identify undesirable event that are likely to occur

➢ These events may cause some loss (time, quality,
money, customers, etc.).

➢ For each risk the manager determines what needs to
be done to minimize or eliminate the risk (risk
mitigation).



Some common risks

➢ Changes in members

➢ Changing the original goals

➢ Changing the prevailing technology

➢ Low level of human resources experience

➢ Changing the business environment

➢ Corrective actions during implementation

➢ Financial reasons, changing the required technological
background or personnel

➢



The identification process

➢ This process recognizes what risks affect the project
and records their characteristics.

➢ Risk identification can be done by individuals
internally (project leader, development team
members, etc.) or externally (company
management, subcontractors, clients, external
experts).

➢ This process is repeated as new risks may occur
during the project.



Tools for risk identification

➢ Tools used to identify hazards include brainstorming
sessions, Delphi implementation, SWOT analysis and
diagrammatic techniques (cause-effect, flow chart,
etc.) to address the various risks.

➢ The output of this process is usually the recording of
risks in specific forms.

➢ Identification of risks is a difficult process because
there are several types of risks.



Types of risks (1/2)

➢ Quality Risk -> the quality of processes and
deliverables that in turn affect process or
organizational performance

➢ Cost Risk -> financial goals of the organization

➢ Initial cost and target estimates are not accurate
and / or realistic

➢ the risk that the economic objectives will not be
met as a result of the failure to deal with the
various risks



Types of risks (2/2)

➢ Planning Risk -> Scheduling

▪ the initial estimates of the time required to
execute a process are not accurate and realistic

▪ the risk of failing to meet the scheduling objectives
as a result of failing to address the various risks



Another categorization of risks 
(1/2)

➢ UNESCO categorizes risks as follows:

▪ Risks linked to the internal environment, e.g.
operational risks in running a project or activity.
These risks will largely be within the sphere of
influence of the organization, and need to be
proactively managed;

▪ Risks linked to the external environment; e.g.
political risks associated with Member States’
home agendas. These risks will largely be outside
the sphere of influence of the organization, and
may require robust contingency planning;



Another categorization of risks 
(2/2)

➢ UNESCO categorizes risks as follows:

▪ Risks linked to the interface between one or
more organizations (internal and external risks),
e.g. National boards, associations etc. Managing
these risks require close cooperation with partner
organizations.



Examples of risks

Source: Risk Management Training Handbook, UNESCO



Examples of risks: external

Source: Risk Management Training Handbook, UNESCO



Examples of risks: internal

Source: Risk Management Training Handbook, UNESCO



Examples of risks: mixed type

Source: Risk Management Training Handbook, UNESCO



Identifying all risks is essential since most of them 
may have an impact on organizational performance:

Source: Risk Management Training Handbook, UNESCO

Impact of risks



Risk impact matrix



Risk probability matrix

The probability of a risk to occur is calculated based 
on the following probability matrix:



Risk priority matrix

An initial risk assessment is possible through the
following Risk Priority matrix, which combines risk
impact and probability to derive risk priority.



Risk prioritization: an example



Risk Identification

➢ Now let us see 4 simple steps for Risk Identification!



Risk identification: step 1- Context

➢ The 1st step in Risk Identification is the analyses of
the context of the organization.

➢ In this step we try to understand all relevant aspects
of the context in which Museum assets are situated.

Source: ICCROM (2016). A guide to risk 
management of cultural heritage.



Risk identification: step 2- Actors

➢ The 2nd step in Risk Identification is the identification
of actors or stakeholders that may be the source of
risk or may contribute to risk mitigation.

➢ It is also important to identify all the actors, inside
and outside the organization, that can help the
process (from the cleaning and security staff to the
Director and the heritage authority, the fire brigade,
the police, the civil defense, the local community,
universities, potential donors, etc.).

➢ Objectives must be clearly defined, as well as the
scope of actions.



Risk identification: step 3- impact

➢ The 3rd step in Risk Identification is the identification
of impact or occurrence that of each risk.

➢ Impact and occurrence matrixes may be used.

➢ The impact of risks to cultural heritage artefacts may
also be expressed in terms of the expected loss of
value to the heritage asset.



Risk identification: impact example

➢ A museum identified the following risks for its
collection:

▪ ‘a large earthquake damaging the heritage asset is
expected to occur about once every 300 years’,

▪ ‘theft of heritage items is expected to occur about once
every 30 years’,

▪ ‘rainwater infiltration through the roof affecting the is
expected to occur about once every 3 years’, etc.

▪ When the risks are of the ‘cumulative process’ type
we try to estimate how fast the damage will
accumulate.



Risk identification: step 4-
recording

➢ The 4th step in Risk Identification is the recording of
the risk information in special forms. One risk at a
time is recorded.



Risk Analysis



Qualitative Risk Analysis (1/2)

➢ This procedure classifies the risks that have been
identified so that they can be addressed.

➢ The classification can be done based on many
factors such as probability, consequences, project
timing, tolerability or combinations thereof.

➢ It is a process that is repeated at regular intervals
since the priority of a risk can change during the
project.



Qualitative Risk Analysis (2/2)

➢ The techniques used to classify risks focus on
brainstorming and / or meetings between staff
members.

➢ With the help of Impact and Probability matrix the risks
are classified in a list (usually the top 10 list). These
tables have default values set based on the experience

of the scientific community or the company itself in
similar projects.

➢ They contain price combinations of probabilities and
consequences that lead to an assessment of the level of
seriousness of a risk.



Quantitative Risk Analysis (1/2)

➢ Quantitative analysis uses specific techniques such

as Monte Carlo simulation or Decision Trees to assign
values to the risks categorized by Qualitative Analysis.

➢ These values give an estimate of the probability that

the project objectives will be met, estimate the%
contribution of each risk to the overall project risk and
set realistic cost, schedule and project objectives based
on the identified risk assessment.

➢ They also suggest decisions that must be taken by
project management when the situation is uncertain
due to the risks.



Quantitative Risk Analysis (2/2)

➢ The methods used to determine these values include:

▪ Sensitivity Analysis

▪ Sensitivity and Risk Analysis

▪ EMV (Expected Monetary Value analysis)

▪ Decision Trees

▪ Simulation



Risk Mitigation



Risk mitigation

➢ Risk response planning is the process of

determining actions that reduce risks before they

become threats (risk mitigation) or reduce their

impact when they do become threats (contingency
planning).

➢ This procedure determines the actions to be taken to
reduce the likelihood of identified risks becoming
problems. The most common tactic used is to accept
risks and deal with them through specific plans when
they tend to become a problem.



Risk response plan

➢ The result of this process is the Risk Response Plan
or Contingency Plan.

➢ It is prepared for any risk that is likely to develop into a
problem having serious consequences. It should be
formulated in greater detail than the risk registration
form including:

▪ the strategy to follow when the risk becomes a problem

▪ the timeframe in which the plan will be active

▪ who is responsible for activating it

▪ a list of people who should be notified that the plan is
active.



Risk response plan composition 
(1/2)

➢ The composition of the plan depends on the risks
identified. One technique for drafting it is to record the
answers in the following list of questions:

▪ How will managers be informed that a risk is going
to become a problem?

▪ When the risk arises, how will it be known when the
plan should be implemented?

▪ What preparations will have to be made to
implement the plan?



Risk response plan composition 
(2/2)

▪ Has the plan been tested?

▪ Who will be responsible for implementing the plan?

▪ Who should be notified that the plan has been
activated?

▪ What changes will be made to the project when the
plan is activated? Will the processes, costs or
specifications change and if yes how?

▪ How will the timing of processes be affected?

▪ Will there be a need for extra staff?

▪ Who is responsible for the communication?
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